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Warum braucht es KI in der IT-Security? L@&

SYSTEMS
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Vectra verwendet KI, damit Sie sich mit der L@&
Geschwindigkeit der Angreifer bewegen konnen SYSTEMS

VECTRA

Prevent Detect — Prioritize — Investigate - Respond Stop

Attackers Attackers Attackers Attackers Attackers
infiltrate evade escalate progress exfiltrate

[ Compromise ] Go from months to minutes [ Breach ]
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Methodiken & Tools der Bedrohungsakteure L@&

SYSTEMS

v Threat actors have 1000’s of tools and tactics, but behaves similarly
1. They establish a control mechanism into the compromised environment (C2)
2. They snoop around to map out the compromised environment (Recon)
3. They move laterally inside the compromised environment (Lateral movement)
4. They steal, encrypt, alter and destroy (Impact)

Command and Control Reconnaissance Lateral Movement

Tunnels: HTTP/S and DNS Network scans Privileged Access Analytics Exfil: DNS, HTTP/S tunnels
Reverse shells and RATs Accountscans : Admin protocol use Exfil: Data movement
DGAs, TOR, Relays File enumeration Exploits (behavioral) Ransomware: file encryption
Threat Intelligence RPC and RDP Recon i Brute-force and SQLi Cryptocurrency mining
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Erkennung von Angreifer-Methoden L@&

SYSTEMS
Analyze Define Use the optimal ML
attacker methods countermeasures approach for each

a)“ Highly Specialized Algorithm
MITRE | ATT&CK MITRE | D=F=ND" 5
g General Purpose Algorithm
Per-domain analysis Define techniques to ?E; Saoem=" " e
enables deep coverage detect attack methods >

Type of Problem

Security-led approach to Al Powered by cutting-edge ML

Outcome: more coverage and clarity, less noise
vs simple anomaly-based detection
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Angriffssignale zu finden ist in Vectras DNA L@&

SYSTEMS

Security research Data that Al models custom- Real-time Automated
to understand how == reveals 4=  developed foreach =  analytics at J=  feedback

attackers think attacks attack type enterprise scale loop

35 Patents 12 MITRE References Network Effect
150+ models spanning neural Most patent references of any Continuous feedback from
networks, unsupervised, novelty security vendor 1,000+ customers
\ )
|

Al-driven Attack Signal Intelligence™
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Vectra KI-gesteuerte Attack Signal Intelligence™ L@&

SYSTEMS

Think like an attacker Know what is malicious & important Focus on what is urgent
Al-driven Detections Al-driven Triage Al-driven Prioritization
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® Attack Impact Knows what’s important
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Vectra Attack Signal Intelligence™ L@&

SYSTEMS

Attack Progression

Access m Command & Control Escalate & Evade Lateral Movement

Exfiltration & Disruption

Smash and Grab

New Host Hidden HTTPS Tunnel Privilege Access Anomaly (x6)
Suspected Compromise Access Hidden DNS Tunnel Log Disabling Attempt Suspicious Remote Exec
Brute-Force Attempt/Success Hidden HTTP Tunnel Disabling Security Tools Suspicious Remote Desktop
Disabled Account Multi-homed Fronted Tunnel Suspicious Mailbox Rule Suspicious Admin

OR Act Suspicious Relay Log Disabling Attempt Shell Knocker
Unusual Scripting Engine Suspect Domain Activity Suspect Privilege Escalation Automated Replication
Suspicious OAuth App Malware Update Suspect Privilege Manipulate Brute-Fi
Suspicious Sign-On Peer-to-Peer Suspect Console Pivot SMB Brute-Force Crypto

Suspicious Sign-On with MFA Fail fnﬁ?&ﬁa&g o illy Suspicious HTTP Suspect Cred Access EC2 Suspicious LDAP Query Kerberos Brute Force External Teams Access
Suspicious Teams App Security Tools Disabled Stealth HTTP Post Suspect Cred Access SSM RDP Recon SQL Injection Activity Ransomware SharePoint Activity
Suspicious Credential Usage SSM Hijacking R Activity Suspect Cred Access ECS RPC Recon Internal Stage Loader Suspicious SharePoint Download

Root Credential Usage Novel External Port Suspect Cred Access Lambda RPC Targeted Recon Suspicious Active Directory Suspicious SharePoint Sharing
TOR Ac Threat Intel Match Unusual eDiscovery Search Novel Admin Protocol Exfil Before Termination

Ransomware File Activity
Data Gathering

Data Smuggler

Hidden DNS Tunnel Exfil
Hidden HTTP/S Tunnel Exfil

Botnet Abuse Behaviors

Vectra Threat Intel Match Unusual Compliance Search Novel Admin Share Access Suspicious Mailbox Forwarding

Suspect eDiscovery Activity Risky Exchange Op eDiscovery Exfil

[l Hybrid Network and identity R r—— Power Automats Aciy <)
. EC2 Enumeration File Poisonin Ransomware S3 Activi
B icentiy: Azure AD [EC2Enumeraton | 9 y
Mailbox Manipulation Suspect Public S3 Change
. Public Cloud: AWS Suspect Escalation Recon jjacking Suspect Public EBS Change
. Privilege Operation aly Suspect Public EC2 Change
o s g )

Suspect Public RDS Change

Suspect External Access Grant
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Unubertroffene Signal-Klarheit durch L@@
intelligente Automatisierung & Priorisierung SYSTEMS

6. Suppress re-occurring benign
detections from scoring by

<> applying Al-triage filters
— Vectra Platform |

Host Severity Summary

I
& L]
@@@@@] @ E 356 171 Incidents @

1 249 Hosts/Accounts

‘ —) 5. Scoring Hosts with
51 TB 29 827 P i Detectons Threat Certainty™ model }

192869 Everis Flaggd |

Hosts Observed e ] 207 Incidents Incidents
- L Fi

1. Capture 2. Apply 3. Link events to 4. Correlate
network traffic detection detection timeline detections to
and create models to find and score hosts and build
security attacker detections for attack
enriched behavior events Threat&Certainty progression
metadata timeline

7. Zeek-formatted metadata is
--% made available forretroactive
manual analysis and forensics
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Vectra Hybrid-Cloud Plattform-Architektur LC~

SYSTEMS

— v Native coverage
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v Enterprise scale
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Realer Vorfall: Angriffsignale durch RansomOps
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2 Attack

= acker

< accesses

the network with

Attackers a valid user
probe VPN, accountlogged
FTP, and in to the VPN
webmail.

—

Attack Signal Intelligence™

Attacker performs remote
procedure calls and other
means to footprint the
network

Vectra detects

» Automated Replication
Attacker performs

» Port Sweep

Recon - reverse + RPC Recon

DNS lookups, + RPC Targeted Recon
» File Share

Vectra detects
large volume of
DNS reverse
lookups

Enumeration

Attacker performs
read/write requests over
SMB connection and
establishes RDP session

Vectra detects

Novel Access to SMB
Admin Share and
Suspicious Remote
Desktop and transfer of
malicious credential
dumping tool

Within 2 minutes of access, Vectra identified the attack activity and
prioritized the attack host to Critical in the Vectra console

Al-driven Prioritization

Initial access
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Attack Progression
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Attack stopped

Attacker leverages
new recon activity to
gain accessto
Domain Controller

Vectra triggers
automated containment

to isolate the system
Vectra detects y

Suspicious LDAP
queries and
subsequent attacker
activities

Industry: Manufacturing
Customer: Undisclosed
At Risk: Backups

Impact Avoided:
Catastrophic loss of business
continuity.

Breach
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Vielen Dank fur Ihre Aufmerksamkeit.
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