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Cyber Security in der Praxis

 Automatisierte Erkennung von 
Cyber Angriffen mittels KI



Vorstellung Vectra AI - Automatisierte Erkennung 
von Angriffssignalen mithilfe künstlicher Intelligenz (KI)

07. Februar 2024
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Warum braucht es KI in der IT-Security?
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Vectra verwendet KI, damit Sie sich mit der 
Geschwindigkeit der Angreifer bewegen können
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Methodiken & Tools der Bedrohungsakteure
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Erkennung von Angreifer-Methoden
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Angriffssignale zu finden ist in Vectras DNA
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Vectra KI-gesteuerte Attack Signal Intelligence™



1111

Access Persist Command & Control Escalate & Evade Recon & Discover Lateral Movement Exfiltration & Disruption

New Host MFA Disabled Hidden HTTPS Tunnel New Host Role Kerberoasting (x2) Privilege Access Anomaly (x6) Smash and Grab

Suspected Compromise Access Trusted IP Change Hidden DNS Tunnel Log Disabling Attempt Internal Darknet Scan Suspicious Remote Exec Ransomware File Activity

Brute-Force Attempt/Success Admin Account Creation Hidden HTTP Tunnel Disabling Security Tools Port Scan Suspicious Remote Desktop Data Gathering

Disabled Account Account Manipulation Multi-homed Fronted Tunnel Suspicious Mailbox Rule Port Sweep Suspicious Admin Data Smuggler

TOR Activity Redundant Access Suspicious Relay Log Disabling Attempt SMB Account Scan Shell Knocker Hidden DNS Tunnel Exfil

Unusual Scripting Engine Logging Disabled Suspect Domain Activity Suspect Privilege Escalation Kerberos Account Scan Automated Replication Hidden HTTP/S Tunnel Exfil

Suspicious OAuth App User Hijacking Malware Update Suspect Privilege Manipulate Kerberos Brute-Sweep Brute-Force Botnet Abuse Behaviors

Suspicious Sign-On ECS Hijacking Peer-to-Peer Suspect Console Pivot File Share Enumeration SMB Brute-Force Crypto mining

Suspicious Sign-On with MFA Fail Suspect Login Profile 
Manipulation Suspicious HTTP Suspect Cred Access EC2 Suspicious LDAP Query Kerberos Brute Force External Teams Access

Suspicious Teams App Security Tools Disabled Stealth HTTP Post Suspect Cred Access SSM RDP Recon SQL Injection Activity Ransomware SharePoint Activity

Suspicious Credential Usage SSM Hijacking TOR Activity Suspect Cred Access ECS RPC Recon Internal Stage Loader Suspicious SharePoint Download

Root Credential Usage Novel External Port Suspect Cred Access Lambda RPC Targeted Recon Suspicious Active Directory Suspicious SharePoint Sharing

TOR Activity Threat Intel Match Unusual eDiscovery Search Novel Admin Protocol Exfil Before Termination

Vectra Threat Intel Match Unusual Compliance Search Novel Admin Share Access Suspicious Mailbox Forwarding

Suspect eDiscovery Activity Risky Exchange Op eDiscovery Exfil

User Permission Enumeration Internal Spear phishing Power Automate Activity (x3)

EC2 Enumeration File Poisoning Ransomware S3 Activity

S3 Enumeration Mailbox Manipulation Suspect Public S3 Change

Suspect Escalation Recon DLL Hijacking Suspect Public EBS Change

Organization Discovery Privilege Operation Anomaly Suspect Public EC2 Change

Suspect Public RDS Change

Suspect External Access Grant

Attack Progression

Hybrid Network and Identity

Public Cloud: AWS

SaaS: Microsoft 365

Identity: Azure AD

Vectra Attack Signal Intelligence™
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Unübertroffene Signal-Klarheit durch 
intelligente Automatisierung & Priorisierung
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Vectra Hybrid-Cloud Plattform-Architektur
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Realer Vorfall: Angriffsignale durch RansomOps



Vielen Dank für Ihre Aufmerksamkeit.


